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CROSS-BORDER FLOW OF PERSONAL
INFORMATION: INTERNATIONAL PRACTICES

Abstract. The cross-border flow of personal
information has become a critical issue in the digital age,
shaped by varying legal frameworks and priorities across
jurisdictions. This paper examines the regulatory
approaches of four major players—the United States, the
European Union (EU), Russia, and China—highlighting
their distinct strategies, strengths, and challenges. The
U.S. adopts a market-oriented, fragmented model that
prioritizes innovation but faces criticism for weak privacy
protections and extraterritorial surveillance. The EU,
through its General Data Protection Regulation (GDPR),
establishes a rights-based, unified framework that sets
global privacy standards but struggles with high
compliance costs and enforcement inconsistencies.
Russia enforces a defensive, sovereignty-driven model
with strict data localization and geopolitical controls, which
enhances national security but leads to technological
isolation. China balances security and development
through its "three-pillar" framework (Cybersecurity Law,
Data Security Law, and Personal Information Protection
Law), promoting regulated data flows while advancing its
global influence via initiatives like the "Digital Silk Road."
Despite their differences, all four jurisdictions face
challenges in balancing privacy, security, and economic
interests. The paper concludes with recommendations for
fostering international cooperation, enhancing
transparency, and leveraging technology to build a more
interoperable and equitable global data governance
framework.

Keywords: Cross-Border Data Flows;
Information Protection; GDPR; Data Sovereignty.

Personal

Annotatsiya. Shaxsiy ma’lumotlarning chegaralararo
ogimi ragamli davrda muhim masalaga aylandi, bu esa
turli  yurisdiktsiyalar o‘rtasida farglanuvchi  huqugiy
ramkalar va ustuvorliklar bilan shakllangan. Ushbu magqola
AQSh, Yevropa lttifogi (YI), Rossiya va Xitoy kabi to'rt
asosiy o'yinchining tartibga solish yondashuvlarini
o‘rganadi va ularning o‘ziga xos strategiyalari, kuchli va
zaif tomonlarini ko‘rsatadi. AQSh innovatsiyani ustun
go‘yadigan bozor yo‘nalishidagi parchalanadigan modelni
gabul giladi, ammo zaif maxfiylik himoyasi va
ekstraterritorial kuzatuvlar uchun tangidga uchraydi.
Yevropa lIttifogi, Umumiy Ma’lumotlarni Himoya Qilish
Qoidasi (GDPR) orgali, global maxfiylik standartlarini
belgilovchi huqugiy asosga ega, birlashtiriigan ramka
yaratadi, lekin yugori muvofiglik xarajatlari va ijro etishdagi
nomuvofigliklar bilan kurashmoqgda. Rossiya qat'iy
ma’lumotlarni joylashtirish va geosiyosiy nazorat bilan
bog'lig mudofaa va suverenitetga asoslangan modelni
amalga oshiradi, bu esa milliy xavfsizlikni oshiradi, lekin
texnologik izolyatsiyaga olib keladi. Xitoy esa "uch ustunli”
ramkasi (Kiberxavfsizlik Qonuni, Ma’lumotlarni Xavfsizligi
Qonuni va Shaxsiy Ma’lumotlarni Himoya Qilish Qonuni)

orqgali xavfsizlik va rivojlanishni muvozanatlaydi, tartibga
solingan ma’lumot ogimlarini rivojlantiradi va "Ragamli
Ipak Yo'li" kabi tashabbuslar orgali global ta’sirini oshiradi.
Ularning farglanishlariga garamay, to‘rt yurisdiktsiya ham
maxfiylik, xavfsizlik va igtisodiy manfaatlarni
muvozanatlashda giyinchiliklarga duch kelmogda. Magola
xalgaro hamkorlikni rivojlantirish, shaffoflikni oshirish va
texnologiyalardan foydalangan holda global ma’lumotlarni
boshqarish tizimini yanada o‘zaro bog'liq va adolatli qilish
bo‘yicha tavsiyalar bilan yakunlanadi.

Kalit so‘zlar: Chegaralararo ma’lumot ogimlari;
shaxsiy ma’lumotlarni himoya qilish; GDPR; ma’lumot
suvereniteti.

AHHOTauusa. TpaHCrpaHW4YHbLIA MOTOK MEPCOHanbHOMN
nHOpMaLmMM cTan KpUTUYECKM BaxkHOW npobnemon B

undposyo 3Moxy, copmunpyemonm PasnmMyHbIMK
NpaBoOBbIMW paMKamMu W MpuopuTeTaMm B  PasHbIX
opucaukumax. B pgaHHOM cTaTbe paccmartpuBaroTcs

perynaTopHble MoaxoAbl YETbIPEX OCHOBHbIX WFPOKOB —
CoeanHeHHbix LWTatoB, Esponeickoro Cotosa (EC),
Poccun n Kutas — nogvepkuBaloTcs UX OTNMYUTENbHbIE
cTpaTerMm, cunbHble W cnabble CTOPOHbI, a Takke
Bbi30Bbl. CLUA MCnonb3ylT OpMeHTMPOBaHHYI0 Ha PbIHOK
dparMeHTUpOBaHHYl0  MoAenb,  KoTopas  npuaaeT
NpYoOpUTET MHHOBALMSIM, HO CTarlkKMBaeTCs C KPUTUKOM 3a
cnabyto 3aWmnTy KOHmaeHLMansHocTu n
aKcTeppuTopuanbHbeii Hagsop. EC, ¢ nomowpsto Obuwero
pernameHTa no 3awuTte aaHHbix (GDPR), yctaHaBnvBaeT
OCHOBaHHYID Ha MpaBax eauHyl CTPYKTypy, KoTopas
3apjaeT rnobanbHble CTaHAapTbl KOHMMAEHUMANbHOCTY,
HO CTankvMBaeTCsl C BbICOKMMYM 3aTpaTtamMu Ha cobrnogeHue
W HEecoOTBETCTBMSAMM B MpaBonpumeHeHuun. Poccus
NPUMEHSIET 3aALUUTHYID MOAENb, OPUEHTUPOBAHHYK Ha
CYBEPEHUTET, C XKECTKMMU TpeboBaHMAMM K nokanusaumm
OaHHbIX U TEeoMnofIUTUYECKUMU  KOHTPOMSIMW,  YTO
ycunvuBaeT HauuoHanbHyt 6esonacHocTb, HO BedeT K
TexHorornyeckon  mdonaumu.  Kutanm  GanaHcupyet
6e30MnacHOCTb 1 pasBUTNE Yepe3 CBO "TPEXCTOPOHHIOK"
cTpyktypy (3akoH o kubepbGesonacHocTn, 3akoH O
0e30MacHOCTU OaHHbIX M 3aKOH O 3aliMTe NepCOoHAIbHON
uHdopMaumm), cnocobCcTBys perynupyemMbiM  MoTokam
OaHHbIX, OOHOBPEMEHHO npoaBurag ceoe rnobanbHoe
BNUSIHNE 4epe3 Takue uHuumaTtuebl, kak "Lindpposon
LenkoBbi nyTh". HecmoTpa Ha pasnuuns, Bce 4veTbipe
IOPUCOMKUMKM  CcTankvMBakTcs € npobrnemamu B
6anaHcupoBke KoHdMAeHUManbHocTy, 6e3onacHocTn 1
3KOHOMUYECKUX MHTepecoB. B cTaTbe npeacTaBneHbl

pekoMeHOauMM MO COAEUCTBUIO  MeXdyHapoOHOMY
COTPYAHNYECTBY, MOBbILLEHMNIO Mpo3paYHoCTU "
MCMONb30BaHMIO TeXHomnormn Ana co3gaHus  Bornee

COBMECTUMOWN W CcrnpaBeanuBoi rnobansHON CTPYKTYpbl
ynpasneHus AaHHbIMU. .

KnioueBble cnoBa: TpaHCrpaHU4HbIE MOTOKN AaHHbIX;
3awmra nepcoHanLHon MHpopmMaLmu; GDPR;
CYBEpPEHUTET AaHHbIX.

Introduction

The development of internet technology has made the
collection, use, and disclosure of personal information
increasingly accessible, leading to a continuous cross-
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border flow of personal data. Due to differences in the
level of development of network services and data tech-
nologies among countries, cross-border data flows involve
multiple issues in the fields of law, economy, security, and
culture. Different legal systems prioritize different values:
some focus on the protection of individual rights, while
others emphasize the economic value of information circu-
lation. Currently, cross-border data flows are closely tied
to commercial practices such as e-commerce and digital
trade [1]. However, the extent to which cross-border data
flows comply with the World Trade Organization (WTO)
principles of national treatment and most-favored-nation
treatment remains unclear, and the validity of "cultural
exceptions" to restrict data flows is questionable [2].

The attitudes of countries toward cross-border data
flows are influenced by the domestic legal definitions of
personal information and the current international consen-
sus. This paper will review the regulatory approaches of
major countries and regions, including the United States,
the European Union, Russia, and China, and propose a
more suitable operational model.

Analysis and results

1. Definition of Key Terms

Personal Information

Personal information refers to any data that can identi-
fy a specific individual, either alone or in combination with
other information. It includes but is not limited to names,
identification numbers, contact information, and biometric
data. The core characteristic of personal information is
identifiability, meaning it can directly or indirectly identify a
specific individual [3].

Cross-Border Flow of Personal Information

In international documents, the term "cross-border
flow" is often used, corresponding to “cross-border trans-
fer" in APEC and OECD documents. China’s Personal
Information Protection Law uses the term "cross-border
provision,” which is scientifically justified for two reasons:
first, it reflects the active provision of data by domestic
data controllers to foreign entities; second, it encom-
passes not only the physical transfer of data but also the
provision of access to data stored domestically to foreign
entities or individuals.

Historically, the international community has placed
great emphasis on the cross-border movement of goods,
services, intellectual property, capital, and people, while
largely neglecting the cross-border flow of data. This is
closely related to the limited technological development
and the lack of large-scale, commercial applications of
data at the time. Specifically, many important agreements
under the WTO address the cross-border movement of
goods and services; the World Intellectual Property Organ-
ization (WIPO) seeks to establish minimum protection
standards for intellectual property to facilitate its global
flow; the movement of people involves immigration and
visa policies, while the flow of capital is often strictly con-
trolled by national foreign exchange systems. In contrast,
cross-border data flows have not received sufficient atten-
tion, and there are limited international coordination efforts
in this area, with only a few free trade agreements includ-
ing rules on personal information protection and cross-
border data flows. Below, the author will compare the leg-

islative, enforcement, and judicial practices of the United
States, the European Union, Russia, and China.

2. The U.S. Practice: Market-Oriented Governance
with Fragmented Regulation

The regulation of cross-border data flows in the United
States is not based on a single law but is achieved
through a three-dimensional model of "regulatory agency
coordination + judicial case law supplementation + indus-
try standard guidance," characterized by a "fragmented"
approach. The U.S. lacks a unified federal data protection
law but has built a uniqgue governance system through
industry self-regulation, a combination of federal and state
laws, and international agreements [4]. Its legal practices
are market-oriented, focusing on balancing data flows with
national security and privacy protection.

At the federal level, the Privacy Act of 1974 regulates
the collection and use of personal information by federal
agencies but does not explicitly address cross-border data
transfers [5]. Its core principles, such as data minimization,
provide a foundation for subsequent legislation. Sector-
specific laws include the Gramm-Leach-Bliley Act (GLBA),
which requires financial institutions to protect customer
information and allows cross-border transfers with user
notification; the Health Insurance Portability and Account-
ability Act (HIPAA), which restricts the cross-border trans-
fer of medical information and requires the signing of busi-
ness associate agreements; and the Children’s Online
Privacy Protection Act (COPPA), which prohibits the
cross-border transfer of children’s data without parental
consent. In terms of national security legislation, the For-
eign Intelligence Surveillance Act (FISA) authorizes the
government to access foreign data for national security
purposes, leading to conflicts with EU laws. The Federal
Trade Commission Act (FTC Act) empowers the Federal
Trade Commission (FTC) to prohibit "unfair or deceptive
practices" and conduct ex-post oversight of corporate mis-
conduct in cross-border data flows.

At the state level, legislative breakthroughs include
California’s Consumer Privacy Act (CCPA/CPRA), which
grants consumers rights such as the right to know and the
right to delete, requiring businesses to disclose cross-
border data transfer practices. The CPRA, which took ef-
fect in 2023, further establishes a privacy protection agen-
cy to strengthen cross-border data regulation. Virginia’s
Consumer Data Protection Act (VCDPA) requires busi-
nesses to conduct data protection assessments, including
assessments of cross-border transfer risks [6].

In terms of international data transfer mechanisms, the
EU-U.S. data transfer framework has evolved from the
Safe Harbor Agreement (2000-2015) to the Privacy Shield
Agreement (2016-2020) and, most recently, the EU-U.S.
Data Privacy Framework in 2023, which introduces new
safeguards such as restrictions on intelligence access and
the establishment of a Data Protection Review Court (Eu-
ropean Commission, 2023). The APEC Cross-Border Pri-
vacy Rules (CBPR) system, promoted by the United
States, facilitates regional data flows through certification
mechanisms but is less stringent than the EU’s adequacy
decisions (APEC, 2021). Bilateral judicial assistance
agreements under the CLOUD Act framework allow for
cross-border access to law enforcement data with coun-
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tries such as the United Kingdom and Australia (DOJ,
2019) [7].

The U.S. model is characterized by flexibility and in-
dustry self-regulation but faces three major challenges:
conflicts between federal and state laws, which increase
corporate compliance costs due to varying privacy stand-
ards across states; insufficient international interoperabil-
ity, as the EU Court of Justice has repeatedly rejected the
adequacy of U.S. data protection, affecting transatlantic
data flows; and the tension between surveillance laws and
privacy rights, as the mass surveillance authorized under
Section 702 of FISA continues to erode international trust
(Privacy & Civil Liberties Boa.

3. The EU Practice: Rights-Based Unified Regulation

The European Union has established the world’s
strictest regulatory framework for cross-border data flows
through the General Data Protection Regulation (GDPR).
Its core feature is the recognition of data privacy as a fun-
damental right (Article 8 of the EU Charter of Fundamental
Rights) and the establishment of a "prohibition in princi-
ple—exceptions permitted” mechanism for cross-border
data transfers (GDPR Article 44). Compared to the mar-
ket-oriented approach of the United States, the EU uses
"adequate protection levels" as a benchmark and achieves
extraterritorial legal effects through legislative, judicial, and
administrative coordination, profoundly influencing global
data governance rules [12].

From a legislative perspective, the most notable is the
General Data Protection Regulation (GDPR). Chapter V of
the GDPR (Articles 44-50) specifically addresses cross-
border data transfer rules, stipulating that the legality of
transfers depends on three conditions: adequacy deci-
sions, where the European Commission determines that a
third country provides an "adequate” level of data protec-
tion (e.g., Japan, South Korea) (GDPR Atrticle 45); appro-
priate safeguards, including Standard Contractual Clauses
(SCCs), Binding Corporate Rules (BCRs), and certification
mechanisms (GDPR Article 46); and specific exceptions,
such as explicit consent from the data subject or the ne-
cessity of fulfilling a contract (GDPR Article 49). Comple-
menting the GDPR, the Law Enforcement Directive (LED)
and the ePrivacy Directive impose additional restrictions
on cross-border access to communication data by law
enforcement agencies, requiring "purpose limitation" and
"necessity testing" (Directive 2016/680 Article 35; Directive
2002/58/EC Article 4). Supplementary mechanisms in-
clude guidelines from the European Data Protection Board
(EDPB), which publishes technical documents such as the
Recommendations on Supplementary Measures for
Cross-Border Data Transfers (2021), requiring companies
to assess the impact of third-country laws on data trans-
fers. The Data Governance Act (DGA) and the Data Act
introduce new rules for cross-border sharing of public sec-
tor data and restrict access to EU data by non-EU gov-
ernments (DGA Atrticle 5).

The main characteristics of the EU’s approach to
cross-border data transfers are as follows:

Judicial activism drives the evolution of rules. The
Schrems | and Il cases saw the Court of Justice of the
European Union (CJEU) overturn the EU-U.S. Safe Har-
bor and Privacy Shield agreements, establishing the "es-

sential equivalence" standard for review (C-362/14; C-
311/18). In the Meta Ireland case (2023), the CJEU ruled
that relying solely on SCCs is insufficient for compliance
and that additional technical measures, such as encryption
and data anonymization, must be implemented (Case C-
252/21).

The "Brussels Effect" and rule exportation. The EU’s
adequacy decisions have influenced data protection laws
in other jurisdictions, such as Brazil's General Data Pro-
tection Law (LGPD) and South Africa’s Protection of Per-
sonal Information Act (POPIA), both of which draw on the
GDPR’s cross-border transfer framework. The extraterrito-
rial reach of the GDPR under Article 3, which applies to
foreign companies offering goods or services to EU resi-
dents, has significantly increased compliance costs for
Chinese and U.S. tech companies (e.g., the ban on
Google Analytics in Austria, DSB 2022) [14].

Innovation in regulatory tools. The EU requires com-
panies to conduct Transfer Impact Assessments (TIAs) to
systematically evaluate the risks of third-country govern-
ment access to data (EDPB 2021/09). The modular SCCs
introduced in 2021 differentiate between four scenarios—
controller-to-processor, processor-to-subprocessor, etc.—
enhancing flexibility (Commission Implementing Decision
2021/914).

Overall, the EU’s approach has both strengths and
challenges.

Strengths:Raising global privacy standards: Compa-
nies like Microsoft and Amazon have been forced to rede-
sign their global product architectures (e.g., Azure EU
Data Boundary).

Strengthening personal data sovereignty: Article 48 of
the GDPR restricts foreign courts from directly accessing
EU data, countering the jurisdictional conflicts posed by
the U.S. CLOUD Act [15].

Challenges:High compliance costs: Small and medi-
um-sized enterprises (SMEs) struggle to bear the costs of
SCCs and supplementary measures, leading to reduced
efficiency in data flows (Bertuzzi, 2023).

Fragmented enforcement across member states: The
Irish Data Protection Commission’s (DPC) slow penalties
for Meta contrast sharply with the Hamburg Data Protec-
tion Authority’s (DPA) strict enforcement against Google
(Cellan-Jones, 2023).

Geopolitical instrumentalization: The EU has used data
flow restrictions as leverage in the U.S.-China tech com-
petition (e.g., excluding Huawei from the 5G cybersecurity
toolbox) [16].

Future directions:Promoting the development of "trust-
ed data spaces": The EU is building a data infrastructure
alliance led by the GAIA-X project.

Dynamic adjustment of adequacy lists: Human rights
protection levels are being incorporated into assessments
(e.g., the 2024 adequacy review of Israel includes consid-
erations of the Gaza conflict) [17].

4. Russia’s Practice: Sovereignty-Oriented Strict Con-
trol

Russia has established a highly restrictive framework
for cross-border data flows through the Federal Law on
Personal Data (No. 152-FZ). Its core logic is to treat per-
sonal information as a national sovereignty resource, em-
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phasizing data localization requirements and government
review of cross-border transfers. This model reflects Rus-
sia’s strategic goal of countering Western sanctions and
strengthening domestic internet governance (the "sover-
eign internet" policy), contrasting sharply with the EU’s
rights-based approach and the U.S.'s market-oriented
model.

Russia’s legal framework consists of foundational leg-
islation and supplementary rules and regulatory bodies.

Foundational legislation:The Federal Law on Personal
Data (No. 152-FZ), amended in 2015 (Article 18(5)), es-
tablishes key rules:Mandatory data localization: Operators
collecting personal data of Russian citizens must store it in
databases located within Russia.Conditional cross-border
transfers: Transfers are only permitted to countries on the
"adequacy whitelist" or based on exceptions such as the
data subject’s written consent or the fulfillment of interna-
tional treaties.

The Sovereign Internet Law (No. 90-FZ) authorizes the
creation of national internet infrastructure (e.g., RuNet),
restricting cross-border data routing autonomy and ensur-
ing the government can disconnect from the global inter-
net if necessary (Klimenko, 2020) [19].

Supplementary rules and regulatory bodies:

Adequacy whitelist system: The Federal Service for
Supervision of Communications, Information Technology,
and Mass Media (Roskomnadzor) evaluates the data pro-
tection levels of other countries. Currently, only members
of the Eurasian Economic Union (EAEU), such as Belarus
and Kazakhstan, are included (Roskomnadzor Order No.
274, 2021).

Cross-border transfer approval process: Companies
must submit the purpose of the transfer, the type of data,
and the legal environment of the recipient country to Ros-
komnadzor for approval before transferring data (No. 152-
FZ Article 12).

Special restrictions:State secrets and sensitive data:
The State Secrets Law (No. 5485-1) prohibits the cross-
border transfer of any personal information containing
state secrets.

Financial data: The Central Bank of Russia requires
payment system data to be processed entirely within Rus-
sia (Bank of Russia Regulation No. 382-P, 2017).

In practice, Russia’s approach is characterized by the-
following: Extraterritorial jurisdiction and enforcement de-
terrence.LinkedIn blocking case (2016): Roskomnadzor
blacklisted LinkedIn for refusing to localize Russian user
data, making it the first international social platform to be
banned in Russia (Roskomsvoboda, 2016).

Google and Meta fines (2022): Both companies were
fined over 70 billion rubles for failing to remove "illegal
content” and violating data localization requirements (Ros-
komnadzor, 2022) [20].

Deep integration with geopolitics:Building a "data sov-
ereignty alliance": Russia signed a Cross-Border Data
Flow Cooperation Agreement with Iran in 2023, allowing
direct transfers of financial and energy data between the
two countries, bypassing the SWIFT system (MID, 2023).

Sanctions countermeasures: Russia restricts Western
companies from transferring Russian citizens’ data to their
home countries, forcing companies like Microsoft and SAP

to establish local data centers (Vedomosti, 2022) [21].

Strengthening technical compliance measures:

Mirror server requirements: Foreign platforms must set
up physical servers in Russia and synchronize all user
data (e.g., Telegram was unblocked after partial compli-
ance).

Encrypted transfer permits: If data is encrypted using
Russian-certified algorithms (e.g., GOST 34.12-2015),
companies can apply for simplified approval processes
(FSTEC Order No. 239, 2020) [22].

In summary, Russia’s approach to cross-border data
transfers faces contradictions and challenges under its
defensive system.

Advantages:Strengthening digital sovereignty: Reduc-
ing reliance on Western internet services has significantly
increased the market share of domestic platforms like
Yandex and VK (Statista, 2023).

Ensuring national security: Data localization blocks
foreign intelligence agencies from direct access (e.qg., strict
scrutiny of cloud service providers after the Snowden inci-
dent).

Challenges:Exodus of international companies: Com-
panies like Apple and Amazon have closed cloud services
in Russia due to high compliance costs, hindering the digi-
tal transformation of SMEs (Forbes Russia, 2023).

Selective enforcement: Lenient scrutiny of companies
from "friendly countries" undermines the credibility of the
rules (Carnegie, 2022).

Russia’s defensive cross-border data flow regulatory
system, built on mandatory localization, government re-
view, and geopolitical instrumentalization, strengthens
state control over data but leads to technological isolation,
corporate outflows, and regulatory fragmentation. In the
future, Russia may alleviate pressure through regional
alliances and "data diplomacy," but the sustainability of its
system depends on the evolution of the international politi-
cal and economic landscape.

5. China’s Practice: Balancing Security and Develop-
ment

China has gradually established a regulatory frame-
work for cross-border data flows centered on the Cyberse-
curity Law, the Data Security Law, and the Personal In-
formation Protection Law (PIPL). This framework empha-
sizes the balance between data sovereignty, national se-
curity, and the protection of personal information rights.
Drawing on the EU’s concept of "adequate protection”
while adapting it to China’s national conditions, the frame-
work reflects the principles of “classified and hierarchical
management" and "risk control." China’s legal practices
not only serve the needs of domestic digital economic
development but also promote international rule-making
through initiatives such as the "Digital Silk Road."

China’s Legal Framework

China’s legal system for cross-border data flows is
based on the Cybersecurity Law, the Data Security Law,
and the Personal Information Protection Law (PIPL), sup-
plemented by a series of supporting rules and industry
guidelines, forming a multi-level and multi-dimensional
regulatory framework.

The Cybersecurity Law, enacted in 2017, introduced
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the requirement for critical information infrastructure (CllI)
operators to localize data storage, explicitly prohibiting the
illegal transfer of personal information and important data
overseas. This provision laid the foundation for subse-
qguent legislation.

The Data Security Law, enacted in 2021, established a
data classification and hierarchical protection system, re-
quiring security assessments for cross-border data trans-
fers to ensure risk control.

The Personal Information Protection Law (PIPL), effec-
tive in 2021, is the cornerstone of this framework. It in-
cludes a dedicated chapter on cross-border data transfers,
stipulating that such transfers must meet one of the follow-
ing conditions: passing a security assessment organized
by the Cyberspace Administration of China (CAC), obtain-
ing personal information protection certification, or signing
a standard contract. These provisions provide diverse
compliance pathways for businesses while strengthening
the government’s regulatory capabilities over data flows.

Supporting Rules and Regulatory Bodies

The Measures for Security Assessment of Cross-
Border Data Transfers, issued in 2022, clarify the scope,
procedures, and standards for security assessments.
Companies processing personal information of more than
1 million individuals or transferring more than 1TB of data
must undergo such assessments.

The Measures for Standard Contracts for Cross-Border
Data Transfers, effective in 2023, provide a simplified
compliance pathway for small and medium-sized enter-
prises (SMEs), requiring companies to file contracts with
regulators.

The Personal Information Protection Certification
Rules, issued in 2022, are implemented by the China Cy-
bersecurity Review Technology and Certification Center
(CCRC) and cover cross-border data transfer scenarios.

Sector-Specific Restrictions

China has also introduced specialized regulations for
sensitive data in specific sectors. For example, the Peo-
ple’s Bank of China requires payment institutions to store
domestic transaction data within China, while the Ministry
of Natural Resources prohibits the cross-border transfer of
high-precision map data. These industry-specific rules
further refine the management of cross-border data flows.

Characteristics of China’s Legal Practices

China’s approach to cross-border data flows is charac-
terized by three main features: classified and hierarchical
management, extraterritorial jurisdiction, and international
cooperation.

Classified and Hierarchical Management: China differ-
entiates between "important data" and general personal
information, imposing strict localization requirements on
the former while providing multiple compliance pathways
for the latter. Industry-specific guidelines, such as the
Regulations on the Management of Automotive Data Se-
curity, further clarify data types and risk assessment
standards.

Extraterritorial Jurisdiction: China has strengthened en-
forcement deterrence through high-profile cases. For ex-
ample, Didi Global was fined 8.026 billion yuan for illegally
transferring user data overseas, the largest penalty under
PIPL. ByteDance was also required to migrate U.S. user

data of TikTok to Oracle servers and undergo security
reviews by Chinese authorities.

International Cooperation: China promotes the "Digital
Silk Road" initiative, signing cross-border data flow coop-
eration agreements with ASEAN and Central and Eastern
European countries to advance the concept of "data sov-
ereignty." Additionally, China’s accession to the Digital
Economy Partnership Agreement (DEPA) facilitates the
mutual recognition of cross-border data flow rules, en-
hancing its influence in international rule-making.

Evaluation: Strengths and Challenges

China’s legal framework for cross-border data flows
has achieved significant results in safeguarding national
security and promoting digital economic development, but
it also faces challenges.

Strengths:Balancing Security and Development: .The
strict localization requirements for important data effective-
ly protect national security, while the diverse compliance
pathways provide flexibility for businesses engaged in
cross-border activities.

Rule Exportation: Through initiatives like the "Digital
Silk Road" and DEPA, China is gradually exporting its
domestic rules to the international stage, enhancing its
influence in global data governance.

Challenges:High Compliance Costs: The complex and
lengthy security assessment process imposes significant
compliance burdens, particularly on SMEs.Lack of Trans-
parency in Enforcement: Some enforcement cases, such
as the Didi penalty, lack detailed legal justifications, which
may undermine foreign companies’ confidence in the Chi-
nese market.Insufficient International Interoperability: Con-
flicts between China’s rules and those of the EU (e.g.,
GDPR) and the U.S. (e.g., CLOUD Act) hinder smooth
cross-border business cooperation.

Future Directions:Optimizing Security Assessment
Processes: Pilot programs for a "whitelist" system are be-
ing introduced to simplify approval processes for low-risk
data transfers.

Strengthening International Cooperation: China is lev-
eraging multilateral mechanisms such as RCEP and
CPTPP to promote mutual recognition of rules and reduce
trade barriers.

In summary, China has established a regulatory sys-
tem for cross-border data flows that balances security and
flexibility through its "three-pillar" legislative framework.
While it meets the needs of domestic digital economic
development and promotes international rule-making,
challenges such as high compliance costs, lack of trans-
parency in enforcement, and insufficient international in-
teroperability remain. In the future, China needs to further
optimize assessment processes and strengthen interna-
tional cooperation to achieve a dynamic balance between
security and development.

Conclusion

By comparing the legal practices of major countries
such as the United States, the European Union, Russia,
and China regarding the cross-border flow of personal
information protection, the following observations can be
made:

The United States adopts a market-oriented approach,
relying on industry self-regulation and fragmented legisla-
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tion. Through the CLOUD Act and bilateral agreements, it
extends data jurisdiction. Its strengths lie in high flexibility
and adaptability to the innovation needs of the digital
economy. However, the fragmented federal and state laws
increase compliance costs, and large-scale surveillance
has triggered an international trust crisis.

The European Union, with the General Data Protection
Regulation (GDPR) as its cornerstone, has established a
rights-based, strict regulatory system. Through adequacy
decisions and judicial activism (e.g., the Schrems case), it
strengthens the extraterritorial influence of its rules. The
system’s advantage lies in elevating global privacy stand-
ards, but high compliance costs and enforcement incon-
sistencies among member states weaken internal unity.

Russia employs a "defensive governance" model,
mandating data localization through the Federal Law on
Personal Data and using geopolitical tools to restrict data
flows from Western companies. While this model
strengthens digital sovereignty, technological isolation and
the exodus of enterprises have diminished the vitality of its
digital economy.

China, guided by the principle of "balancing security
and development,” has built a classified and hierarchical
management system through the Cybersecurity Law, the
Data Security Law, and the Personal Information Protec-
tion Law (PIPL), balancing national security and commer-
cial needs. Its strengths include rule-exporting capabilities
(e.g., the "Digital Silk Road"), but insufficient international
interoperability and transparency in enforcement hinder
cross-border cooperation. [28]

At the legislative level, it is essential to build a compat-
ible framework and promote the mutual recognition of mul-
ti-level rules. Data flow provisions should be incorporated
into regional agreements (e.g., CPTPP, RCEP), and a
hybrid model of "equivalence certification + risk assess-
ment" should be explored to reduce regulatory conflicts.
Classification and grading standards should be refined,
drawing on China’s mechanism of distinguishing between
"important data" and "general data," to clarify transmission
conditions for data of different risk levels and reduce cor-
porate compliance burdens.

At the enforcement level, collaboration and transpar-
ency should be enhanced. A cross-border law enforce-
ment cooperation mechanism should be established,
modeled after the dispute resolution body under the EU-
U.S. Data Privacy Framework, to coordinate cross-border
investigations and resolve enforcement conflicts. Trans-
parency in enforcement should be improved by requiring
regulatory agencies to disclose the legal basis and proce-
dures for penalties in typical cases (e.g., the Cyberspace
Administration of China’s release of security assessment
guidelines), thereby enhancing predictability for business-
es.

At the technical level, privacy-enhancing technologies
(PETSs) should be supported, and encryption and anony-
mization technologies should be promoted. Technical
compliance should be integrated into legal standards; for
example, the "pseudonymization” recognized by the EU
GDPR can serve as a supplementary measure for cross-
border data transfers. Cross-border data flow monitoring
tools should be developed, leveraging blockchain technol-

ogy to enable data tracking and ensure the auditability of
transmission processes (e.g., the cross-border payment
pilot by the Digital Currency Research Institute of the Peo-
ple’s Bank of China).

At the international governance level, the weaponiza-
tion of rules should be avoided, and the geopolitical use of
data flows should be restricted. Platforms such as the
WTO should regulate the abuse of "national security ex-
ceptions" to prevent data localization requirements from
becoming trade barriers. Developing countries should be
supported in participating in rule-making, and a universal
data governance fund should be established under the
United Nations framework to help technologically disad-
vantaged countries enhance their regulatory capabilities.

Current Trends and Future Directions. Currently, global
rules on cross-border personal data transfers exhibit a
trend of "value divergence": the U.S.-EU rivalry reflects the
tension between market freedom and rights protection,
while the China-Russia model highlights the prioritization
of digital sovereignty and national security. Future regula-
tions must seek a dynamic balance between security and
efficiency, sovereignty and cooperation. Legislators should
abandon the "zero-sum game" mindset and, through tech-
nological empowerment, rule mutual recognition, and mul-
tilateral collaboration, promote the establishment of a
"controlled globalization" order for data flows, ultimately
achieving a win-win outcome for individual rights, corpo-
rate interests, and public security.
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